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1
Decision/action requested

This pCR proposes to update Solution #7 in TR 33.854 based on SA2 conclusions from TR 23.754.
2
References

 [1]
3GPP TR 33.854, ‘Study on security aspects of Unmanned Aerial Systems (UAS), (Release 17)’. 
 [2]
3GPP TR 23.754, ‘Study on supporting Unmanned Aerial Systems (UAS) connectivity, Identification and tracking, (Release 17)’.
3
Rationale

This pCR updates Solution #7: UAS authentication, authorization and security aspects by resolving the following EN, based on the SA2 conclusions.
Editor’s Note: The need for deriving the key is FFS. 
TR 23.754 Clause 8.3 Key Issue #2 has a Figure 8.3.1 1: Authentication/authorization and C2 communication establishment for UAV/UAVC by USS/UTM via 5GC, where the step 12 states that, ‘A secure connection is set up based on the "security info" received from USS/UTM in steps 7 to 10. The PDU session may further be used for Networked Remote ID (NRID), Tracking, for C2 related configuration or UAV/UAVC pairing, etc.’.
Therefore, this pCR clarifies that, following a successful UAA, a secure connection is set up based on the UAS security context provided by the USS/UTM. Further the contribution also resolves the EN on revocation by updating with related UAA revocation information.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.854.


*****Start of Change*****
6.7
Solution #7: UAS authentication, authorization and security aspects

6.7.1
Solution overview

The solution address key issue #1.

This solution assumes the following based on TR 23.754 Clause 4.2 Architecture assumptions.

· A UAV is assigned, a CAA-level UAV Identity by functions in the aviation domain (e.g. USS) or by functions in the USS/UTM.
· The 3GPP CN is aware of the CAA-level UAV Identity. A mapping shall be possible in the mobile operator network and in the UAS application layer outside of 3GPP between the 3GPP UAV ID and the CAA-level UAV ID.
The solution also further assumes that, the long-term security credentials for UAV were also assigned and provided along with the CAA-level UAV ID by the USS/UTM which is out of 3GPP scope.

This solution is applicable to EPC and 5GS. 
The solution addresses the following:

· Enables USS/UTM to authenticate and authorize the UAV(s) to access and use the USS/UTM services securely.

NOTE 1:
The same mechanism can be applied to a networked UAV Controller when required.

6.7.2
Solution details
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Figure 6.7.2-1: UAS authentication and authorization (UAA) procedure

Step 1. As a precondition the UAV is registered with the USS/UTM by the UAS operator using any method outside the 3GPP scope. During this registration, the UAV is configured with the CAA-level UAV ID, the USS routing information (which may also be part of CAA-level UAV ID), and the required long-term credentials to enable UAS security. These are the credentials that are provisioned into the UAV to form the root of the UAS security. The credentials may include symmetric key(s) or public/private key pair (example. with certificates) depending on the implementation which is out of 3GPP scope.
Step 2a-b. The UAV sends registration request to AMF and a primary authentication is performed as specified in TS 33.501. 

Step 2c. After a successful primary authentication, the AMF based on the UE (UAV) subscription information fetched from the UDM/UDR, determines to trigger UAS authentication and authorization (UAA).

NOTE 1: The UAA can also be perfomed when an UAV requests a PDU session establishment for any UAS service (i.e., USS/UTM) by including the CAA-Level UAV ID in the PDU Session establishment Request message where the UAA related message exchange is performed involving the SMF.
Step 2d. AMF sends to UE (UAV) an UAS authentication Required Indicator or a pending UAA indication in the Registration Accept message.


Step 3a. AMF may optionally send an UAS ID request to the UAV over the NAS transport.

Step 3b. The UAV responds to AMF with a UAS ID response containing CAA-level UAV ID and optionally USS routing information (if routing information is not part of CAA-level UAV ID). 

Step 3c. Based on the USS routing Information, the AMF sends a UAS Authentication request message (i.e., over a service-based interface) to the UFES. The GPSI can be used for external identification of UAV. The routing to a UFES and USS/UTM and external ID usage need to be aligned with SA2 during the normative work.
NOTE 2: The new 3GPP UAS Network Function specified in SA2 TR 23.754 conclusion is referred as UFES in this solution. The actual naming for the new 3GPP UAS Network Function which handles the UAS related operational message exchange between 5GS/EPS and USS/UTM can be defined during the normative phase.
Step 3d. The UFES forwards the received UAS authentication request message to the appropriate USS/UTM. 

Step 3e. The USS/UTM performs authentication method specific message exchange with the UAV to enable mutual authentication. The authentication method used for UAA is upto USS/UTM and it is out of 3GPP scope.
Step 3f. The USS/UTM on performing a successful UAS authentication, verifies the preconfigured CAA Level UAV ID based on the stored UAV subscription, if required assign a new CAA Level UAV ID to the UAV. Further the USS/UTM assigns a UAS ID to uniquely identify the UAS formed by the UAV and associated UAV-C information based on UAS subscription. The method of UAS-ID assignment is out of 3GPP scope. Further the USS/UTM shall generate a UAS root security context (based on a method out of 3GPP scope) from the long-term credential available as part of UAS subscription information in the USS/UTM to enable UAS security and an UAS root security identifier (eg., bound to the security context)shall be generated to uniquely identify the UAS root security context in the USS/UTM. . To enable authorization of UAV for various UAS service following a UAS registration (example., flight authorization request, PDU session establishment for C2 and Pairing of UAV with UAV-C etc.,), the USS/UTM shall generate an Authorization Token (Auth Token) (e.g., it can be bound to the UAS ID, UAV-CAA-Level ID, optional UAV-C ID). The USS/UTM also assigns a lifetime (a validity period or time duration) for the authorization token for it to be used by the 3GPP network to authorize the UAV for various subsequent UAS services. The USS/UTM after successful UAS authentication, locally stores the External ID of UAV (i.e., GPSI), CAA-level UAV ID, authentication status information, UAS ID, Auth Token, lifetime along with UAS Security Context  and it’s identifier. The UAS root security context (e.g., a key) and its corresponding identifier forms the UAS security context. Optionally, if the UAV has no preconfigured UAV-C ID, the USS/UTM may also provide the UAV-C ID for the UAV along with the UAV authentication response.
Step 3g. In response to the successful UAS authentication, the USS/UTM sends the UAS authentication response message to the UFES. The UAS authentication response message includes an authentication result with Success Indication, GPSI, CAA Level UAV ID, UAS ID, UAS security context, Auth Token and lifetime.

Step 3h. The UFES receives the UAS authentication response message containing Success Indication, GPSI, CAA Level UAV ID, UAS ID, UAS security context, Auth Token and lifetime as part of the UAS information for the UAV. The UFES stores the received UAS information for the UAV and the parameters exactly stored at UFES will be defined during the normative phase. Further, the UFES forwards the received UAS authentication response message to the AMF.
Step 3i. The AMF receives the UAS authentication response message and locally stores the received authentication result with Success Indication, CAA Level UAV ID, UAS ID, Auth Token and lifetime as part of the UAS information for the UAV to enable subsequent UAS service authorization at the 3GPP network.

Step 3j. The AMF forwards the received UAS authentication response message to the UAV.

Step 3k. The UAV receives the UAV authentication response message and on receiving a ‘Success Indication’, the UAV generates the UAS Security context (UAS root security context and identifier) similar to the USS/UTM from the long-term credential preconfigured in the UAV. If the locally generated UAS security context  and received UAS security context matches, then the UAV considers the UAS authentication as successful and locally stores the received CAA Level UAV ID, UAS ID, Auth Token, lifetime, UAS root security context and its identifer as part of UAS Security Context. The UAV uses the UAS root security context identifer to uniquely identify the UAS root security context. The UAS root security context can be used by the UAV and USS/UTM to set up secure connection.
Step 4. The AMF may trigger UE parameter update procedure as specified in TR 23.754.



UAS Authentication and Authorization (UAA) Revocation:
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Figure 6.7.2-2: UAS authentication and authorization (UAA) Revocation procedure

Step 1. The USS/UTM determines to revoke UAS authentication and authorization corresponding to an UAV identified with CAA Level UAV-ID and sends an UAA Revocation Notification with GPSI and CAA Level UAV ID to the corresponding UFES using a service operation message. 

Step 2. The UFES fetches the serving AMF ID corresponding to the GPSI of the UAV from the UDM by invoking Nudm_UECM_Get Request/Response message based on TS 23.502 Clause 5.2.3.2.4.

Step 3. The UFES sends the received UAA Revocation Notification message to the AMF with the CAA level UAV ID.

Step 4a-b. The AMF on receiving the UAA Revocation Notification, if there is any related active PDU session corresponding to the UAV, initiates a PDU Session release based on TS 23.502 Clause 4.3.4. 

Step 5. The AMF further enables the UAA revocation with the UE using the UE Configuration update procedure. The AMF sends CAA Level UAV ID along with the UAA Revocation indication to the UAV in the UE Configuration update command.

Step 6. The UAV on receiving the UAA Revocation indication, shall delete all the UAS authorization and security information locally stored corresponding to its CAA Level UAV ID.

Step 7. The UAV further sends to AMF, a UE Configuration update complete message with a UAA Revocation acknowledgement along with the CAA Level UAV ID.

Step 8. The AMF on receiving the UAA Revocation acknowledgement and CAA Level UAV ID, deletes locally stored UAS authorization and security information corresponding to the UAV ID. 

Step 9a. The AMF further sends an UAA Revocation acknowledgement message with Success Indication, GPSI and CAA Level UAV ID to the UFES.

Step 9b. The UFES removes UAV related information (if any) locally stored related to the UAV.

Step 10. The UFES further sends the received UAA Revocation acknowledgement message with the received Success Indication, GPSI and CAA Level UAV ID to the USS/UTM.

Step 11. The USS/UTM on receiving the UAA Revocation acknowledgement message with Success Indication, GPSI and CAA Level UAV ID, updates the UAS authentication status and related information locally stored for the UAV.

Applicability to EPS:

The UAS Authentication and Authorization procedure and revocation procedure  described in this section can be applicable to EPS, with the adaptation of MME instead of AMF, with the HSS/AuC instead of UDM. Further, an EPS authentication is run using EPS AKA as primary condition (instead of primary authentication) before triggering a UAS authentication and authorization. UFES can act as a UAS NF or UAS control function in the 3GPP network which can be a standalone network function, or a service offered by the SCEF in the EPS instead of NEF in the 5GS. For the UAA revocation procedure, the MME, S-GW+PGW-C and HSS will be involved in EPS instead of AMF, SMF and UDM shown in Figure 6.7.2-2.
6.7.3
Solution evaluation 

TBD

*****End of Change*****
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